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“TRANSFORMING OUR RESILIENT WARRIORS INTO POSITIVE AND SUCCESSFUL LIFELONG LEARNERS”  

 

Dear TCUSD Families and Staff, 

We want to inform you about a cybersecurity incident involving PowerSchool, our student 

information system provider. PowerSchool serves over 16,000 school districts and 50 million 

students worldwide. Recently, PowerSchool identified unauthorized access to certain 

customer data, impacting multiple districts, including Tuba City Unified School District 

(TCUSD). The breach involved a compromised credential that allowed unauthorized access 

to directory and demographic information, including names, addresses, birthdates, phone 

numbers, gender, grade levels, student numbers, and parent/guardian contact details. For 

some students, limited medical information such as doctor names and allergies may have 

been accessed. Social Security numbers, financial data, and passwords were NOT 

compromised. 

PowerSchool has taken immediate action to contain the breach, secure its systems, and 

prevent further unauthorized access. They are working with federal authorities and third-

party cybersecurity experts to investigate the incident. There is no evidence at this time that 

the compromised data has been misused. This breach occurred on PowerSchool’s end and did 

not impact any other TCUSD systems. 

As part of its response, PowerSchool has begun reaching out to affected individuals to 

provide a complimentary two-year identity protection plan. This includes identity monitoring 

for students and staff, and credit monitoring services for adults whose data was impacted. If 

you receive a notification from PowerSchool, we strongly encourage you to enroll in this 

protection as a precautionary measure. 

At TCUSD, we take cybersecurity and data privacy seriously. We will continue monitoring 

this situation and working with PowerSchool to ensure the safety of our students and staff. If 

you have any questions or concerns, please contact our Technology support team at 

Tech_support@tcusd.org. We appreciate your patience and understanding as we navigate 

this situation together. 

Sincerely, 

Sharlene Navaho 

Superintendent 

Hari G 

Technology Director 
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